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ABSTRACT:

The initiative is aimed at creating a distributed research centre, based on the hub and spoke model. A
central hub and 10 thematic spokes will be set up, each with specific expertise on a cybersecurity topic.
The spokes will be made up of different groupings of universities and companies. Ca' Foscari will take
care of Spoke 06 which will deal with software and platform security by investigating both the formal
basis of secure programming, to facilitate the construction of secure software systems “by-design”,
and the security of the supply chain software, exploring innovative solutions to secure the software
development and management process. Test scenarios will also be developed to validate and
experimentally evaluate the proposed techniques.

OBIJECTIVES and EXPECTED RESULTS:

The objectives that the Spoke aims to achieve will be pursued through two complementary projects, which
will address the theme of software and platform security from both a foundational and a practical point of
view. The “Securing softWare frOm first PrincipleS” (SWOPS) project will investigate the formal basis of
secure programming to facilitate the construction of secure-by-design software systems. The research will
focus on the fundamental elements to support the testing, implementation, verification, and certification
of secure software systems and will address aspects related to the secure implementation of the proposed
techniques. The “Supply Chain Attack Avoidance” (SCAI) project will deal with the security of the software
supply chain, whose fragility has been demonstrated by recent major attacks such as, for example,
SolarWind and Log4Shell. The project will explore innovative solutions for the certification of the software
development process, providing mechanisms for dynamic analysis and continuous validation of program
behavior, which will enable the production of more secure software without requiring an excessive
investment in terms of time and resources. We expect a strong synergy between the two projects that will
allow, on the one hand, to tackle real case studies in a precise and rigorous way and, on the other, to
implement analysis and verification techniques that have solid formal foundations.
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